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• Traceback Internet attacks 
– Problem 
– Challenges 

• Our solution: Pebbletrace 
– Steal files 
– Steal information 

• Conclusion 
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Model of Internet Attacks 

Attacker attempts to steal confidential files/information 

• 

Stepping­
stone 

Stepping­
stone 

Stepping­
stone 

Stepping­
stone 

Reoelverr 



Attack Traceback 

Cross stepping-
stones 

No disruption 
to normal 
Internet 

operations 

Operate in 
hostile 

environment 

Automated and 
scalable 

Difficult for 
attackers to 
detect and 

escape from 

Trace back to original source of 
attack across stepping stones 
 



Prevalent Approaches 

IP 
Traceback 

• Marking (e.g. PPM, DPM) 
• Logging 

Stepping-
stone 

detection 

• Algebraic approach 
• Watermarking 
• Correlation 

 

Others 

• Ingress router filtering/ Back bone router filtering 
• Input debugging 
• IPSec 
•Out-of-band messages (e.g. ICMP) 
•Active proving, tracing by hand 
•Using IDS, honetpot 
•Passive observation 
• Social engineering 

None of them work 
for our traceback 
problem 



Grimm’s Fairy Tales “Hansel and Gretel” 

Courtesy by Childrensillustrators 

• 



Our Approach: Pebbletrace 
Key idea:  
(1) Take advantages of attacking traffic and trace 

backwards to the attacker 
(2) Build pebbleware with zero-day vulnerabilities 

Attacker identity information 

Pebbleware 



Step 1: Victim 
uploads 
attack 

information 

Step 2: 
Administrator 

generates 
Pebbleware 

Step 3: 
Pebbleware 
deployment 

Step 4: 
Pebbleware 
goes across 
stepping-

stones 

Step 5: 
Pebbleware 
executes on 

attacker’s 
machine & 
collect info 

Steps of Pebbletrace 



Architecture of Traceback Server 

Web 
portal 

Attacker 

Victim 

Administrator 
Attacker 

information 
collector 

Information 
analyzer 

Pebbleware 
Generation DB 

Victim 
information collector 



 Key ideas 
– Design Pebbleware 

based on client-side 
zero-day vulnerabilities 

– Traceback attacker once 
the file containing 
Pebbleware is opened 

Problem 1: Attacker Steals Files 

Imbedded 
Pebbleware  

Imbed Pebble-ware 
into the file to be 

stolen 

Support multiple 
file types (e.g. .pdf, 

.doc) 

Seasoning 
Pebbleware 

Hide pebbleware 
among files to be 

stolen  

Create multiple 
pebbleware to 

increase probability 
of success 

 



Case Study:                                     
Traceback File Theft at Amazon EC2 

Due to legal issues, the attack in the case study is constructed for study based on possible 
behaviors of real attackers, not accessible by public.  

• Zero day: Adobe util.printf() 
(CVE-2008-2992) 
• Use heap spray techinique 
• Attacker’s firewall and anti-
virus tools do not react to the 
traceback. 
• Attacker’s IP, network 
interfaces, snapshot, etc. are 
identified. 



• Attacker steals confidential information (e.g. 
bank password) directly with hacker tools. 

• How to imbed Pebbleware? 
 
  Focus on a scenario:  
     Traceback botmasters in cloud   

Problem 2: Attacker Steals Information 



Botnet Attacks in Cloud 
• Scenarios 

– Communicating with victims 
– C&C servers and stepping stones in clouds 
– A centralized C&C server 
– Stepping stones: VPN, proxies and SSH tunneling 
– Symmetric encryption 

• RC4: Zeus, Feederbot; AES: Wraith, Waledac; DES: Ozdok 
• Traceback: identify the botmaster behind stepping stones 



No file to integrate 
Pebbleware 

Encrypted communication  

Involving multiple cloud 
service providers 

Short lifetime vs. long 
stepping-stones 

Sensitive to false positives 

Extra Challenges 



A General Approach to            
Pebbletracing Botmaster • 

Stepping­
stone 

Stepping­
stone 

C~oud 

lraceback 
sen~er 

Step 1: ~ey identifi'cation 

VicUms (bots) 

Step 2: P~ebblewarre for finding 
botmasters behind steppi'ng stones 



Step 1: Key Identification 

• Finding the key given a memory image and 
encrypted traffic 

• Constraints 
– No source code 
– Abnormal format patterns 
– Hard to verify candidate keys 
– Requiring low false positives 

 



A Key Identification Scheme 
• Observations 

• Fuzzy delimiter patterns may be available 
• Characteristics of symmetric keys 
• Randomness of ciphertext mostly from symmetric 

encryption schemes 

 
 
 
 
 

 

Pattern filter 

Entropy filter 

Verifier (Characteristic 
verifer + Entropy verifier) 

Correct keys 

Candidate key regions 

Candidate key regions Memory image 

Network traffic 



Step 2: Pebbleware for Finding 
Botmasters 

• Exploit zero-day vulnerabilities 
– Vulnerabilities of C&C servers 
– Client-side vulnerabilities 

• Hard to select zero-days 
• Hide Pebbleware into stealth traffic 

• Option 1: from victim 
• Option 2: from traceback server (e.g. 

pretend to be a victim) 



Case Study: Traceback Zeus Botmaster 
in Opsource Cloud 

Zeus: The king of bot 
Distribution of Zeus C&C servers  

(Jun 16, 2012 Courtesy by Zeustracker) 
 

Basic Zeus protocol 
between bots and C&C 

server 

HTTP GET configuration file 

RC4 Encrypted configuration file 

RC4 encrypted stolen data 

Bot C&C server 



Case Study: Traceback Zeus Botmaster in 
Opsource Cloud • 

Attacker 
(bolmaster} 

IP: 192.168.153.3 
Windows XP (SP2) 
Firefox 3 .6. 11 with Adobe R ash 
plr.Jg· · 10..2 .1 !i2.26 
Ope VPN 1.8.3 

Ste pplng-ston e 
(VPN server) 

Opsou11ce Cloud 

Traceback 
server 

IP: 192.168.153.3 
Ub ntu 10.04 
Zeus 1.4.2 

IP: 192.168. t 53.2 
Ub nlu 1(lC4 
PortsJ: R by on Raila (Ruby 
t-8.7, Rails 2.3.5.) 
P1t e aspklil. platform ~ .S.O-dev 
Volatility 2 .0 

IP: 192.16S.153.4 
Windmoya XP (SP'.l} 
\1\'ireallark 1.~L2 



Five Steps to Traceback Zeus Botmaster 

Step 1: Obtaining Information; 
 
Step 2: Pebble 1---uploading the 
backdoored control panel; 
 
Step 3: Pebble 1’---Replacing the 
control panel; 
 
Step 4: Botmaster logins to C&C 
and is logged and redirected; 
 
Step 5: Pebble 2---Penetrate 
stepping-stones collect attacker 
information. 
 
 
 
 



Step 1: Key Identification of Zeus Botnet 

Identify RC4 keys of Zeus Bots 
– Pattern filter: 2 zero bytes + 

256--400 bytes + 2 zero bytes 
– Entropy Analyzer: >7.5 
– Verifier 

• Characteristics of key: a 
permutation of values in 0—
255 

• Entropy verifier: the candidate 
key with largest entropy drop is 
the real key 

Pattern 
filter 

Entropy 
filter 

Verifier 



Identified key & Decrypted Traffic 

A detected S table of a Zeus bot A decrypted traffic of a Zeus bot 



Performance of Entropy Verifier 

• Two groups of bots 
I. Homegrown 
II. Wild caught 

• Outliers: the correct keys 
II) 

24 



Performance of the Key Identification 
Scheme in Zeus Botnets 

25 

• 
Time Cost (Group I) 

'iii' 
600 

"0 500 c: 
0 400 u 
Ql 
~ 300 ... 
"' 200 0 
u 

- -- --- -- -
Ql 100 
E 
i= 0 

0 2 4 6 8 10 12 

Index of Bots 

-+-our proposed scheme 

~Traditional key scheduling checks on each byte 

Performance of Phases {Group I) 
1.00E+06 ~#of suspected region 

after pattern filters 
~ 
.!!! 

-II-# of suspected regions "' Qj ... 
after entropy filter 

IU 
~ 

'6 
s:::: 
IU 
u 

l.OOE+OS 
VI 
Qj ... 1.00E+04 IU 

"0 
'6 

1.00E+03 s:::: 

"' u - l.OOE+02 0 
- ----

....... #of suspected S arrays -0 

after key scheduling # 

# 

l.OOE+Ol 

1.00E+OO verification 

0 2 4 6 8 ~#of S arrays output 

Index of Bots 

Time Cost (Group II) 
500 

'iii' • • • • • • • "0 
c: 400 
0 
u 

300 Ql 
~ ... 200 "' 0 
u 

100 Ql • • E • • • • • i= 0 

0 1 2 3 4 5 6 7 8 

Index of bots 

-+-our proposed scheme 

~Traditional key scheduling checks on each byte 

Performance of Phases {Group II) 

1.00E+06 

l.OOE+05 
... 

1.00E+04 

1.00E+03 ------
1.00E+02 

l.OOE+01 

1.00E+OO 

0 2 4 6 

Index of Bots 

8 10 

~#of suspected 
region after 
pattern filters 

-II-# of suspected 
regions after 
entropy filter 

....... # of suspected S 
arrays after key 
scheduling 

12 verification 



Attacker Information Detected • 

ll'! Most Vtstted • • Getttng Started ~Latest Headlines • 

• ltaces: tndex 

Logged 1n successfully 

Listing traces 
Hosmame lp 

TAP·Win32 Adapter 
OAS • Packec 
Sc.-,er Mlripon 
Hatdwate MAC: 
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Address · 

192.168.153.3 
Neunask 
255 255.255 0 

• 
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Windows 
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• Traceback Internet attacks 
– Attacker steals files 
– Attacker steals information 

• Traceback botmaster in clouds 

• Future work 
– Attacker communicates with victims through 

social networks 

Conclusion 
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